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Abstract—With the rising threat of data loss, data backup has
become an important part of defense mechanisms. Data corrup-
tion attacks such as ransomware have become more consequential
when victims cannot retrieve their data and are more likely
to pay the ransom fee. In this study, we evaluate end-users’
readiness in protecting their data and potential issues with their
data protection plans. We investigate how users protect their data
and what their data recovery plans look like. We identified some
contradictory and surprising findings. For instance, we observed
that many users were confused about who was responsible for
data protection. Only 57 (11.6%) of the participants reported that
data protection is a user’s responsibility. We asked participants
to give a dollar value on how much their data might be worth.
While 4 (0.8%) reported values of more than one million and
114 (23.1%) reported less than $100, 233 (47.3%) participants
believed that their data was worth at least $1,000. However, 103
(20.9%) of those participants did not use any viable backup
solution to protect their data.

Index Terms—Data Backup Practices, Data Protection Strate-
gies, Ransomware Awareness

I. INTRODUCTION

Data corruption has been one of the primary objectives of
modern attacks (e.g., ransomware). This strategy has been an
important part of the attack chain because it allows malware
campaigns to force victims, who do not have proper backup
plans, to pay the ransom fee. In response to the increasing
number of ransomware incidents, end-users are often advised
to create backups of their critical data [13], [32], [40], [43].
However, several reports [19], [31], [14] reveal that many users
do not usually follow recommendations and often do not take
the necessary steps to safeguard their critical data.

So far, little attention has been given to users’ decision-
making process regarding their data protection plans. It is not
quite clear why users are not prepared yet for these attacks
after so many public announcements and recommendations on
data backups. What are the main factors in the users’ decision-
making process that prevent them from being prepared for such
attacks? How prepared are they for data loss? How might they
react to a ransomware attack? In this paper, we shed light
on this problem space and formalize the underlying issues in
users’ decision-making about their data protection plans.

Our study is guided by a set of primary research questions.
First, how well were normal users prepared to protect their
data against such attacks? Second, what are possible issues
with their decision process that might make them vulnerable
to such attacks? We recruited a total of 493 participants
through Prolific [5], an online survey platform widely used
in academic research for recruiting diverse and reliable study
samples. We recruited 493 participants from 56 different
professions or areas of study and various degrees of interest
in computer science topics. In the following, we highlight
important takeaways from our study.

First, insecure data protection practices are prevalent.
We observed that 273 (55.4%) of the participants did not have
any data protection plan or use the free tier of synchronization
services such as Dropbox [1] or iCloud [3] that offer only 2-5
GBs of storage. Although 453 (91.9%) participants realized the
importance of data backup in defending against attacks such
as ransomware, only 220 (44.6%) participants had a sufficient
security solution in place for protecting against such incidents.
We consider such a plan to be one that offers more than
just the basic free storage option. Typically, these solutions
provide ample storage space for backing up critical files, have
automatic version control, deploy encryption, and provide the
ability to restore files in the event of a failure or malicious
attack [4], [2].

Second, it is not always clear to users who is responsi-
ble for data backup. Participants, in general, had a vague
understanding of which entity is responsible for their data
safety plan. We note that 230 (46.6%) reported that the OS
should be responsible for data protection, as it has always been
considered a classic OS service. 57 (11.6%) reported that third-
party software services are responsible for data protection.
The remaining 206 (41.8%) base their choice on software
performance. For many users, differentiating the environment
in which the data was produced and consumed was not trivial.

Third, paying the ransom fee was considered a quick
solution for a large group of participants. As a part of
the experiment, we were interested to know how participants
would react to a ransomware attack. We asked them if they
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would be willing to pay the ransom fee to gain access to their
data. While 353 (71.6%) of the participants mentioned they
would not pay the ransomware fee and would not contribute to
such businesses, 140 (28.4%) of the participants found that it is
a quick way to gain access to the data and were willing to pay
the ransom fee if the requested amount was less than $1,000
or if they could pay the ransom fee in multiple installments.

Finally, the problem of enabling users with robust
backup solutions is not as trivial as it seems. In fact,
reluctance to pay a subscription fee and have a reliable backup
is just one issue. We noticed that many users often have
trouble differentiating what data requires backup. Many of the
users are left with an illusion that their operating system or
the software tools they use on a daily basis are responsible
for all their data protection. Another issue is that a large
number of users underestimate the true cost of their data loss.
This has a significant impact on their decision-making process
with regard to their data protection. That is, users become
significantly less loss-averse and fail to properly evaluate
decisions about their data protection plans. We acknowledge
that more scientific work is required to understand cognitive
biases on users’ decision-making in this domain. We hope
this work serves to raise awareness about the importance of
using foundational work in other human-centric areas [30] in
assisting users to make better security decisions. We also hope
our approach will prove useful to the security community and
open the door for future user-oriented solutions, education, and
awareness trainings.

II. BACKGROUND AND MOTIVATION

In this section, we briefly explain some of the recent attacks
and discuss contemporary defense mechanisms available to
users and businesses.
Attacks on Users’ Data. Numerous successful ransomware
attacks have been reported on users, institutions, and critical
businesses over the last few years. In fact, the scale and
frequency of these incidents have become so large that they do
not surprise us anymore. These attacks have traces in massive
social-engineering attacks on end-users, institutions, hospitals,
and governments over the last few years [24], [9], [23], [28],
[29], [15], [22]
Current Defenses. Robust backup solutions have been the
most reliable layer of defense against ransomware. There
have been several attempts to make a robust defense solution
against ransomware, but the offered techniques often do not
receive wide acceptance or are too expensive to be used on
a large-scale by normal users. For instance, Malwarebytes
ransomware protection [20] is now only accessible as part
of the Malwarebytes premium service. Acronis Ransomware
Protection [7], which used to be a free standalone tool, is
currently offered as a premium service. Heiling defense [18]
which was offering RansomOff has taken down the service.
CyberSight RansomStopper is no longer available [34], and
Cybereason RansomFree has been discontinued [17]. This
trend has left users with one viable approach, i.e., robust
backup services, that had received wide adoption and showed

to be effective against modern ransomware attacks. Ran-
somware is a clear and serious example of data corruption, but
our study looks at backup methods as a way to protect against
both malicious threats and more typical risks like hardware
failures, synchronization issues, or inadvertent deletion.
Focus of This Study. In this study, we first empirically test
how well end-users are prepared to protect their data. We
believe this is a valid and important question. Data loss due to
ransomware attacks has been among the top security threats for
several years and plays a critical role in monetizing adversarial
businesses. Research on how to minimize victims’ contribution
to these activities, not paying ransom fees, is critical. Second,
we assess end-users’ data recovery plans and possible issues
in their data protection. How much do victims value their
data and what are possible ways to help them make a better
decision about their data protection plan? Empirical studies,
similar to this paper, can potentially assist to learn more about
how normal users view the problem and how to minimize the
associated risks of data loss at the time of an attack.

III. METHODOLOGY

In this section, we introduce the two main research questions
we seek to answer. We then elaborate on how we conducted
our research to collect data to answer these questions. In
the data collection phase, we conducted the survey using
Prolific [5], an online survey platform, to recruit a diverse
group of participants and capture their insights about their
data protection practices.
Survey Questionnaire. In addition to Appendix A that
contains only the question segments, the details of
the questions and possible responses are provided at
https://anonymous.4open.science/r/dataprotection-F522.

A. Research Questions

Our research tries to answer the following research ques-
tions:
RQ1: What is users’ level of preparedness to protect their
data from modern data loss and corruption threats? There is
no lack of evidence that users have been impacted seriously
by ransomware attacks, hardware failures, or accidental dele-
tion. A question that arises is how users manage their data
protection. What do they think about their roles in protecting
their data? We study their preparedness by also considering
their technical security background.
RQ2: What are the possible issues in their data protection
plans that can make them vulnerable to data loss events
whether caused by malicious attacks such as ransomware or
by non-malicious failures such as device crashes? While we
still do not clearly know how users protect their data, we do
not know the effectiveness of their data protection plans either.
What would go wrong if a real data loss event occurs on their
machines? We study the security posture of data protection
plans and evaluate their effectiveness.

0533
Authorized licensed use limited to: FLORIDA INTERNATIONAL UNIVERSITY. Downloaded on April 21,2026 at 02:54:16 UTC from IEEE Xplore.  Restrictions apply. 



B. Ethical Considerations

IRB Waiver. For our data collection and user study, we
have obtained exception approval from the university office of
research IRB. The experiments to collect data in this study
were conducted anonymously. There are few to no ethical
concerns with regard to the data collected from respondents.
Individual responses did not contain any information which
could allow a trace-back to respondents. We did not collect
any sensitive data or Personally Identifiable Information (PII)
about participants such as names or email addresses. The sur-
vey is done online voluntarily with anonymized IP addresses.
Data protection procedures have been implemented at all the
layers. The responses were aggregated and encrypted on an
internal database for querying and charting. These databases
were only accessible to members of the team who had passed
special IRB training courses.

C. Recruitment

Initial Study and Participant Recruitment. Before running
a large scale experiment, we conducted a smaller-scale ex-
periment with 208 participants from the hosting institution
using a custom survey website we developed. The goal of the
experiment was to update the question catalog and revise the
questions for clarifications. After a multi-round experiment,
we finalized the questions to make sure they were clear and
understandable by a large number of participants with different
language skills and technical backgrounds.
Participant recruitment. We conducted the larger-scale ex-
periment through Prolific [5], an online research recruitment
platform, on January 22, 2025. In order to avoid the effects of
priming, participants were not informed about the key goals
of the experiment before taking the survey. The recruitment
requirement was that the participants are familiar with web
browsers so that they could perform the given tasks correctly
and answer the surveys in one sitting. All the experiments
were routed through the survey website we designed for this
experiment.

A total of 493 participants took part in the survey. Each
person received $1.20 USD as their compensation if they
answered all the questions and abided by the rules (e.g.,
avoiding random responses and irrelevant response formats).
The survey1 was meant to take about 10 minutes to fill out, but
people actually took anything from 4 to 33 minutes to finish
it. We set the sampling parameters so that the sample included
people of different sex, age, and ethnicity as shown in table
I. There were 254 (51.5%) women and 239 (48.5%) men in
the final sample. There were 57 (11.6%) people between the
ages of 18 and 24, 87 (17.7%) people between the ages of 25
and 34, 89 (18.1%) people between the ages of 35 and 44,
77 (15.6%) people between the ages of 45 and 54, and 183
(37.0%) people between the ages of 55 and 100.

The majority of the participants identified as White (309,
62.7%), followed by Black (57, 11.6%), Mixed (54, 11.0%),
Asian (31, 6.3%), and Other (35, 7.1%), with 7 participants

1https://anonymous.4open.science/r/dataprotection-F522

(1.4%) choosing not to disclose their ethnicity. This recruit-
ment technique yielded a representative dataset as per the 2020
US census [11], hence enhancing the reliability and generaliz-
ability of the findings. Backgrounds of the participants include
computer science, electrical engineering, Music and Art, and
Health. Figure 1 shows a summary of the participants’ field
who contributed to the study.

TABLE I: Demographics of Survey Participants.

Demographic Cohort Count (%)

Ethnicity

Asian 31 (6.3%)
Black 57 (11.6%)
Mixed 54 (11.0%)
Other 35 (7.1%)
White 309 (62.7%)
N/A 7 (1.4%)

Age (Years)

18–24 57 (11.6%)
25–34 87 (17.7%)
35–44 89 (18.1%)
45–54 77 (15.6%)
>54 183 (37.0%)

Sex Male 239 (48.5%)
Female 254 (51.5%)

Degree Level

Associate or High School 202 (41.0%)
Graduate 103 (20.9%)
Undergraduate 183 (37.0%)
None or N/A 5 (1.1%)

Profession

Business & Management 79 (16.0%)
Science 64 (13.0%)
Health 47 (9.5%)
Other 303 (61.5%)

Courses

Computer Science 60 (12.2%)
Cybersecurity 15 (3.0%)
IT 62 (12.6%)
Combination of Above 106 (21.5%)
No technical field 250 (50.7%)

Technical Interest Yes 336 (68.2%)
No 157 (31.8%)

Fig. 1: Distribution of Participant’s Fields

IV. STUDYING USERS’ DECISIONS

Armed with survey data from 493 participants, we answer
the research questions discussed in Section III-A. Each of
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the research questions was broken down into multiple sub-
questions to gain sufficient insights into the users’ decision
process. We first answer how well users are prepared for
potential data losses. What are their current practices for this
particular problem? We then discuss some of the more com-
mon issues in their practices and what makes them vulnerable
to attacks. Lastly, we evaluate a few ways in which their
decision-making process could be improved without imposing
too much overhead in the training process or enrolling in a
viable solution.

A. RQ1: How well are users prepared for potential data
losses?

Protecting users from ransomware attacks can be done
in various ways. One of the most effective practices has
been the integration of reliable backup solutions, where the
service offers sufficient backup storage with quick and reliable
rollback options. These two factors have a significant impact
on the cost and effectiveness of the service. The first question
we asked the participants was about their active data protection
plans: whether they have any active backup plan and what
that plan entails. We observed that 273 (55.4%) participants
did not use any backup solution or use the free version of
cloud-synchronized services such as Dropbox, OneDrive, and
iCloud. These synchronized services are offered in multiple
forms and packages. The free version of these services only
provides between 2 GB to 5 GB of data backup which is
not likely sufficient to fully protect these users in case of an
attack. Our analysis showed that only 48 (9.7%) participants
had purchased a premium plan with one TB data protection
plan.
Who is responsible for data backup? 206 (41.8%) of the
participants did not have any response to this question. In
particular, they mentioned that they care more about the
service and its usability rather than who provides the service.
We observed that many participants were confused about
who was responsible for backup. More than 230 (46.6%)
of the participants believed that the first-party services such
as OS vendors and software providers who offer the service
should also offer data protection for their services. Only 57
(11.6%) of the participants reported that data protection is
the responsibility of the user of computing systems. Perhaps
the takeaway of this experiment was that users, in today’s
modern computing landscape, are the consumers of various
data-intensive software systems that offer background data
backup capabilities. This has defined an implicit assumption
that they are the last entity that should care about backup.
What is the role of technical knowledge? The fact that
only 220 (44.6%) participants had a reliable backup plan is
concerning. We asked five security-related technical questions
(see the first five questions in table V) to test how well people
knew the basics of computer science and cybersecurity. Results
from 493 participants show that over half, 262 (53.1%) could
not answer any questions correctly, and just 7 (1.4%) received
a perfect score. Approximately 22% of the participants scored
between 1–2 correct answers, suggesting limited or partial

understanding of the topics. This distribution shows that there
is a skew towards low technical proficiency, even within a
group of people from different backgrounds. To get insights
into the relationship between technical skill and cybersecurity
practices, participant performance on a five-question technical
assessment was cross-referenced with their reported utilization
of backup services across different tiers as shown in table II.
The findings show a trend where individuals with no correct
answers had a higher incidence of not using any backup
solution. On the other hand, people who paid for backup
services, especially those who paid for higher storage spaces,
were more technically competent (at least 3/5). For instance,
only one of the participants who received a perfect score (5/5)
said they didn’t use backup services at all. The rest were
found in paid tiers that ranged from 50 GB to over 1 TB.
Participants who scored perfectly almost always used some
form of backup, especially at higher capacities which may
indicate awareness of digital risk and mitigation strategies.
Users of paid services across all levels were also more likely
to have moderate to high proficiency (3–5 accurate responses),
which may support the premise that being technically literate
may lead to proactive security practices.

Participants were asked which cyber attacks (given the
following list: Man-in-the-middle (MitM), Phishing, SQL
injection, Cross-site-scripting (XSS), Ransomware, Denial-
of-service (DoS)/Distributed Denial-of-Service (DDoS), and
CSRF) they were familiar with and were presented with seven
common attacks. Only 56 (11.4%) did not know of any, 362
(73.4%) knew of at least 1 to 3 attacks, and 75 (15.2%)
knew of at least four. Among participants who reported no
knowledge of any cyber attack type, the majority either used
no backup service (3.4%) or only used free-tier services
(4.7%). In contrast, individuals who were more familiar with
cyber attacks, especially those who reported 1–3 types, were
more evenly spread out over all tiers, with a clear trend toward
paid backup options. In this category, 28.6% of participants
used free services, while 33.1% used paid backup solutions
with different storage capacity. Among participants who were
aware of four or more types of cyber attacks, the utilization
of strong backup solutions became increasingly evident, with
5.0% employing free services and 11.3% selecting premium
services, particularly higher-capacity tiers such as "over 1 TB"
(3.0%) and "50–100 GB" (1.0%). These results indicate a trend
where enhanced awareness of various cyber attack types is
associated with improved personal data protection practices,
suggesting that such awareness may influence security-focused
decision-making. We conducted statistical tests to examine
the relationship between technical knowledge and backup use.
A chi-square test showed a significant association between
technical knowledge and backup category (χ2(4) = 22.0, p <
0.001), indicating that users with higher technical knowledge
were more likely to adopt paid backup services. Logistic re-
gression further confirmed this: each additional correct answer
in our technical knowledge assessment increased the odds of
using a reliable (paid) backup plan by 40% (OR = 1.40, 95%
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TABLE II: Participants were asked 5 technical questions
related to computer science or cybersecurity. This table shows
the distribution of correct answers with respect to the tier
of backup service used. Participants with greater technical
knowledge were more inclined to adopt paid backup services.

Tier # of Correct Technical Answers Count

No backup

0 61 (12.4%)
1 9 (1.8%)
2 8 (1.6%)
3 3 (0.6%)
4 2 (0.4%)
5 1 (0.2%)

Free service

0 110 (22.3%)
1 35 (7.1%)
2 19 (3.9%)
3 12 (2.4%)
4 13 (2.6%)
5 0 (0.0%)

<50 GB

0 17 (3.4%)
1 8 (1.6%)
2 10 (2.0%)
3 5 (1.0%)
4 9 (1.8%)
5 1 (0.2%)

50–100 GB

0 23 (4.7%)
1 11 (2.2%)
2 9 (1.8%)
3 6 (1.2%)
4 2 (0.4%)
5 2 (0.4%)

100–250 GB

0 18 (3.7%)
1 4 (0.8%)
2 6 (1.2%)
3 1 (0.2%)
4 5 (1.0%)
5 0 (0.0%)

250–500 GB

0 5 (1.0%)
1 5 (1.0%)
2 5 (1.0%)
3 4 (0.8%)
4 1 (0.2%)
5 0 (0.0%)

500–1000 GB

0 6 (1.2%)
1 2 (0.4%)
2 2 (0.4%)
3 2 (0.4%)
4 1 (0.2%)
5 2 (0.4%)

>1 TB

0 22 (4.5%)
1 11 (2.2%)
2 5 (1.0%)
3 7 (1.4%)
4 2 (0.4%)
5 1 (0.2%)

CI [1.22, 1.60], p < 0.001).
Security knowledge about social engineering was elicited

by asking participants to define the term. There were 213
(43.2%) correct answers and 280 (56.8%) did not know.
When combined with the use of backup services, the majority
of respondents (125, 25.3%) reported utilizing free backup
services without any prior knowledge of social engineering.
This was followed by free-tier users who did report knowledge
of social engineering (64, 13.0%). Only 26 (5.3%) of respon-
dents who know about social engineering reported having no
backup solution, while 58 (11.8%) of respondents without
social engineering knowledge indicated that they did not use
any backup service. This suggests that at least some form of
backup use is correlated with knowledge of social engineering,
as the proportion of knowledgeable participants who did
not have backup was proportionally reduced. These results
suggest that awareness of social engineering is associated with
more consistent adoption of backup services, including paid
solutions at both lower and higher storage tiers. This finding
reinforces the idea that security awareness training not only
increases recognition of threats but may also promote proactive
investment in data protection measures.
Do security awareness programs have an impact? Another
question we were interested to answer was the effect of prior
security awareness training on participants’ decisions. As one
of the last questions of the survey, we asked participants
if they have attended any security training in the past. We
intentionally asked this question in the last section of the
questionnaire when almost all the critical questions had been
answered in order to reduce the risk of priming – folks might
have responded differently if they had been asked whether they
had attended a security training program. Our analysis showed
that only 74 (15.0%) participants had taken part in a security
training program. Those who attended the training sessions
reported that the training was provided as part of their current
job or a workshop they had attended. We observed that 48
(9.7%) of these participants had a reliable data protection plan
when participating in our study. Due to the small size of the
participants with prior security training, we cannot elaborate
on the significance of this observation.

One immediate question that arose was the role of par-
ticipants’ knowledge of ransomware. We observed that 293
(59.4%) respondents knew ransomware and eloquently de-
scribed the associated risks and consequences. Out of this
group, only 143 (29.0%) had a reliable backup plan while
111 (22.5%) used the free backup option. Furthermore, 117
(23.7%) of the participants, reported that it is somewhat likely
that they can be infected by ransomware attacks in their normal
web activities. However, only 60 (12.2%) reported using a
reliable backup plan, 44 (8.9%) used the free version and
13 (2.6%) did not use any backup services. Participants were
asked to rate the importance of backup security, 409 (82.9%)
noted that it was at least somewhat important. However 199
(40.4%) of these use a reliable backup plan, 156 (31.6%) uses
the free version and 54 (10.9%) does not use any backup
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services. Table III summarizes the awareness of users and their
approach to data protection.

Other awareness variables (ransomware, social engineering,
prior training) did not reach statistical significance when using
the chi-squared test. This suggests that concrete technical
proficiency plays a stronger role in shaping backup adoption
than general awareness or exposure to training.

B. RQ2: What are the common issues in the users’ decision-
making process?

Our analysis of the previous part shows that many users
are not very well-prepared in case of a data loss. While
we discussed some of the common characteristics of their
approach to data and data protection, it was not very clear
to us why we had those observations. The fact that only 220
of the participants out of 493 had a reliable data protection
plan shows some potential flaws in users’ decision process
about data protection. As we mentioned, we observed that
not all the participants may know who is responsible for data
backup, especially in today’s mixed computing environment,
where some applications have specific in-cloud backup support
(e.g., Zoom [6]). Another possibility is that participants might
underestimate the value of their data – the monetary cost of
having a backup solution is more than the value of their data.
In the following, we asked them about the value of their data.
In particular, we asked the participants to estimate the value
of their data on their machines.
How much is your data worth? We were interested to
know the participants’ opinions about the value of their data.
One hypothesis was that a significant number of participants
do not have any active protection plan probably because
they think their data is not worth enrolling in a premium
protection service. We asked participants to give a dollar
value on how much their data might be worth. We observed
that the reported responses were very diverse. For instance, 4
(0.8%) participants mentioned that their data would be worth
more than $1 million. On the other hand, 114 (23.1%) of the
participants reported that their data is worth less than $100.
Data valued in the range of $100 to less than $1000 was
reported by 133 (27.0%) participants. We observed that 229
(46.4%) of the participants believed that their data was worth
between $1,000 and $1 million inclusive.

We did not specifically ask the participants how they valued
their data, but in 13 (2.6%) cases, we noticed that the partici-
pants did not completely understand the question. For instance,
in three instances, we observed that the reported value was
unavailable or given extreme values such as "priceless". There
were ten cases where the value was undisclosed by the partic-
ipants because the participants highlighted that they either did
not know how to value their data or refused to provide a value.
However, 47.3% of the participants mentioned that their data
would be worth at least $1,000. Figure 2 shows the CDF of
the amounts reported by participants about their digital assets.

To gain a better understanding of how much users value
their data and what it would take for them to have a reliable
plan, the following question was asked: A reputable data

Fig. 2: CDF of Estimated Data Worth. 47.3% of participants
valued their digital assets at $1,000 or more.

protection company offers a guaranteed full data protection
for $200 per year. You don’t need to pay the subscription now.
You pay the subscription fee after a year (12 month) or after
the first time you use the service to recover your data within
the 12 month plan, whichever comes first. Would you enroll
to such subscription plan for $200 per year? The majority
(67.3%) of the participants indicated that they would not
choose this option, giving various reasons. Many respondents
(20.5%) indicated the plan was too expensive or “not worth
the cost,” especially given that payment was due only upon
recovery or after a year. This reflects a high sensitivity to
pricing in data protection decisions. Other responses vary from
no interest or perceived need, already have backup solutions,
or ambiguous answers (72.8%) such as "nah" and "maybe
later". It’s possible that the ambiguous answers were due to
either low engagement, survey fatigue [21] since this is one of
the final questions or the need for a more structured prompt.
How much are you willing to pay as a ransom fee? As
a follow-up question, we asked the participants how much
they are willing to pay as a ransom fee in case their systems
get infected and their data became encrypted. We observed
that 353 (71.6%) participants reported they would not pay
the ransom fee under any circumstances. The remaining 140
(28.4%) participants provided different responses, which were
surprising to us. For instance, 13.8% of the participants were
willing to pay the ransom fee if the amount was less than $500.
The rest of those participants answered they would pay the
ransom fee if the amount is less than $1,000 or they could pay
in multiple installments. We observed that 62 (12.6%) of those
participants who were willing to pay the ransomware fee did
not have any backup solution or were using free subscription
plans for cloud synchronization services (only 2-5 GB).

V. DISCUSSION

While our analysis shows some fundamental flaws in users’
decision-making on how to protect their data, it is not im-
mediately clear how the security community should use these
findings to protect users from ransomware and other emerging
forms of attacks. In this section, we discuss the implications
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TABLE III: Backup tiers and participants’ knowledge on data corruption attacks. While 59.4% of respondents knew
about ransomware, 30.4% were using limited or no backup services.

Backup Tier Knows About Ransomware At Least Somewhat Likely Rate Backup as At Least Somewhat Important
to be Infected to Backup Data

No backup services 39 (7.9%) 13 (2.6%) 54 (10.9%)
Free backup service 111 (22.5%) 44 (8.9%) 156 (31.6%)
Paid backup service 143 (29.0%) 60 (12.2%) 199 (40.4%)

Total 293 (59.4%) 117 (23.7%) 409 (82.9%)

of our investigation and make recommendations for potential
routes forward.
Moving towards democratized protection has been slow.
One direction to protect user data, in addition to data backup,
has been to augment the operating system with data protection
service [25], [27], [16], [35], [33]. The core insight in these
research efforts is that data protection has cross-application ap-
peal and must therefore be centrally positioned and supported
by the operating system. That is, the defense mechanism
should be well-integrated into the OS and deployed across
target machines using a library, accessible to any authorized
OS user. This approach not only simplifies wide adoption
and promotes democratized protection against such attacks but
also removes the need to introduce disjoint programs across
target platforms. We understand that defining a solution that
is compatible with every use case in today’s heterogeneous
computing environment is non-trivial. However, new design
principles help to build pre-trained and generic defense models
that can be optimized locally based on the workload and
specification of target machines. Similar approaches have been
used in other domains and have been successful. For instance,
the latest state-of-the-art in face detection such as Face ID
authentication [12] has taken an enormous leap forward by
incorporating pre-trained models on mobile phones.
Users are left with vague ideas about data protection. Our
analysis suggests that the participants had vague ideas about
who should be in charge of providing data protection. Various
data protection policies in third-party software systems have
made the situation even more ambiguous. Users are left with
the illusion that the provider of the service is the entity that is
responsible for their data security. While we believe services
will be promoted because of their robustness in safeguarding
user data, it can also have some important consequences that
have not been very evident, especially for less sophisticated
users who are more likely to underestimate their role in
maintaining their security posture. We acknowledge that more
scientific work needs to be done in this domain to understand
cognitive biases and systematic errors in users’ perceptions of
the modern cybersecurity landscape.
Improving users’ decision-making through a behavioral
science lens. The experiments suggest that users with insuffi-
cient data backup are not only vulnerable to ransomware but
are likely to contribute to malware campaigns’ businesses by
paying the ransom fee. This work also shows that there is a

lack of rigorous scientific methods in the cybersecurity space
to understand and analyze users’ judgment and their decision-
making process on security and privacy issues. It is important
to develop low-cost solutions that assist users to understand
what their common mistakes are when it comes to decision-
making and what needs to be done to influence users’ behavior
toward better decision-making. Proven techniques in other
domains such as behavioral economics and psychology could
be helpful in this domain as well. For instance, the concept
of nudging (e.g., reminders, risk-framed messages, progress
dashboards) [39] and other behavioral science concepts that
helped people become better investors and avoid common
mistakes about their money can be used in this context to
influence users’ perceptions for better decision-making.

VI. LIMITATIONS

In this section, we briefly explain the limitations of our
study and their potential impacts on the overall experiments.

One limitation of this study was the sample size. While
the participants are from different fields of study and tech-
nical skill sets, age and sex, a larger sample size would
likely strengthen confidence in the observed patterns. A larger
sample size would give us a more accurate view of how
participants view the value of their data and how the value
changes if the sample size grows dramatically. Furthermore,
estimating the effectiveness of online awareness training would
be less challenging with larger sample sizes. In addition,
while Prolific offered a varied sample, participants might
possess greater technological proficiency [41] than the general
population, hence introducing some selection bias [8]. To
reduce these biases in future work, we suggest using offline
approaches (such as surveys done in person) together with
Prolific recruitment.

We cannot extrapolate how real users might react to a real-
world ransomware attack since this would require performing
a behavioral analysis of the users when they are exposed to
real attacks. Our study was mainly estimating if a participant is
vulnerable to a ransomware attack and if common ransomware
attack strategies, forcing the victim to pay, would be success-
ful. We answered this question by examining whether there
was a viable backup solution and if the participant was willing
to pay. We did not investigate nor have the data to analyze the
responses in a real-world setting.
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VII. RELATED WORK

User data protection has always been a critical topic in
the computer science domain. In the following, we explain
the trends that had formed over the last few years in the
industry and academia, as well as important related work
on the proposed solutions to safeguard users. The research
is segmented into four categories: Ransomware, Phishing,
Malware, and Scams in which surveys or observations were
conducted on the human aspect of each event.
Users’ Reactions to Ransomware. Camelia Simoiu, et al [38]
conducted a study on 1,180 American adults and they esti-
mated 2%-3% of respondents were affected and responded
to attacks. Moreover, authors reported ransom fee on average
was $530, and 4% of respondents paid this amount. Other
work by Choi, et al [37] uses publicly available data to
evaluate the impact of ransomware. They present a case study
of such attacks against police departments. A Cyber-Routine
Theoretical method was employed in this work to explain why
attacks using ransomware have grown so widespread. The
study suggested that online habits are a key contributor to
ransomware victimization,
Users’ Reactions to Phishing and Scams Websites. Users’
ability to identify attacks has also been the topic of research in
many prior works. For instance, Schechter, et al [36] evaluated
users’ ability to identify possible phishing websites. The study
showed that users who disregarded HTTPS indicators and
site-authentication graphics were rated ineffective. The study
consisted of 67 participants. Alsharnouby, et al [10] took
the approach of simply asking 21 users to identify phishing
websites. The study discovered that even when primed to
detect phishing websites, users only spotted 53% of them
and they spent very little time looking at security indicators
compared to website content when making assessments. A
similar study was conducted on scam pages. Kirlappos et
al [26], studied how much protection trust seals like VeriSign
and TRUSTe provided to internet customers. They conducted
a survey in which 60 experienced online buyers scored six
websites depending on how trustworthy they considered them
to be, with and without trust seals. They concluded that trust
seals do not offer effective protection against scam websites. In
another study [42], participants were exposed to a fake Google
login page. 51 Participants contributed to this experiment. The
study shows that only 10% of the participants recognized the
fraudulent page.

VIII. CONCLUSIONS

In this paper, we conducted a study on users’ prepared-
ness for data corruption attacks. The experiment involved
493 participants from different fields of study and technical
backgrounds. The results indicated that a significant number
of participants were not prepared to protect their data in
case of data loss. Most of the participants gave different
responses about which entity should be in charge of their data.
Participants who had undergone some form of awareness train-
ing appeared somewhat more inclined toward resilient data

protection, though the effect was modest and not statistically
significant given the small sample. We also observed that a
significant number of participants could be potentially paying
victims of ransomware attacks. That is, these participants did
not have any viable backup solution and were willing to pay
a ransom of less than $1,000. Finally, we provide perspectives
on how we might proceed more effectively to respond to such
threats in the future.
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APPENDIX

EVALUATION QUESTIONS

TABLE IV: Education & Interests survey questions.

Education & Interests
1. Which degree are you currently pursuing?
2. Have you taken courses in any of the following subjects?
3. Have you been employed in any of the following areas?
4. Do you take interest in cybersecurity, computer science, or

information technology?
5. Which of the following media outlets have you visited during

the last week?
6. Which ad-blocker do you use?
7. Which Password Manager do you use?
8. How important is backup security to you?
9. Which operating system is your main operating system?
10. Give a score to your current cybersecurity skills.

TABLE V: Technical Background questions.

Technical Background
1. What programming language is the most susceptible to buffer

overflow attacks?
2. SQL injection can happen because _______ has vulnerabili-

ties.
3. Cross site scripting is a ________ attack.
4. ASLR is a defense mechanism against
5. Consider the following command where the user is connecting

to a remote server: ssh user1-remotehost -p 12345. Is some-
thing wrong with the syntax used?

6. When was the last time you used SSH to connect to a remote
server?

7. Which of the following programming languages are you
familiar with? (More than a year of experience)

8. Which of the following cyber-attacks are you familiar with?
9. Ransomware does which of the following?
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TABLE VI: Knowledge, Experience, and Preferences ques-
tions.

Knowledge, Experience, and Preferences
1. Have you been a victim of a ransomware attack and if so, did

you pay the ransom?
2. If you answered yes to the last question and did not pay the

ransom, what was your reasoning for not paying the ransom?
3. How important do you think it is on a scale of 1-5 to

implement ransomware protection on your personal electronic
devices (PC, smartphone, tablet)?

4. How likely do you think it is that you will be targeted by a
ransomware attack in the near future?

5. If your critical data (e.g., code, documents, projects, personal
photos and videos) is encrypted by ransomware and you don’t
have a backup, are you willing to pay the ransom fee?

TABLE VII: Security Practices questions.

Security Practices
1. Do you use antivirus security on your PC? If so, how long

have you used it?
2. Do you currently have ransomware protection installed on your

personal electronic devices (PC, smartphone, tablet)?
3. Do you use any sort of backup service on your PC? (e.g.

Google Drive, iCloud, Acronis True Image) If so, for how
long?

4. What tier of backup security service do you use?
5. Which of the following backup services have you used?
6. What is your opinion of automated backups vs. manual

backups?
7. What is your preferred backup method?
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